
i 
 

MICRO-CONTROLLER BASED ACCESS CONTROL LOCK 
USING FINGERPRINT BIOMETRICS AND PASSCODE 

AUTHENTICATION 

 

BY 

 

EZIKE, MONDAY                                                20111771543 
 

NWITE, IKECHUKWU STANLEY                   20111771893 
 

OPARA, OYINBINAEBI ADAKU                       20111790153 
 
 

SUBMITTED TO 

 

THE DEPARTMENT OF ELECTRICAL AND ELECTRONIC 
ENGINEERING 

 

IN PARTIAL FULFILMENT OF THE REQUIREMENTS FOR THE 
AWARD OF THE BACHELORS OF ENGINEERING DEGREE (B.Eng.) IN 

ELECTRICAL AND ELECTRONIC ENGINEERING 

(COMMUNICATION ENGINEERING OPTION) 

 

SCHOOL OF ENGINEERING AND ENGINEERING TECHNOLOGY 
FEDERAL UNIVERSITY OF TECHNOLOGY, OWERRI (FUTO) 

 
 

OCTOBER, 2016. 

 

Micro-controller based access control lock using fingerprint biometrics and passcode authentication. By Ezike, M. , Nwite, I. S., 
Opara, O. A. is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 International License. 



ii 
 

 

 

CERTIFICATION 

This is to certify that this work, “MICRO-CONTROLLER BASED ACCESS 

CONTROL LOCK USING BIOMETRIC TECHNOLOGY AND PASSCODE 

AUTHENTICATION”, was carried out by EZIKE MONDAY, NWITE 

IKECHUKWU STANLEY and OPARA OYINBINAEBI ADAKU, in partial 

fulfillment of the requirements for the award of the Bachelor of Engineering 

(B.Eng.) degree in Electrical and Electronic Engineering, Federal University of 

Technology, Owerri. 

 

Approved by: 

 

…………………………….                                ................................................ 

Engr.(Dr.) O.C Nosiri                                                     Date 

Project Supervisor    

 

 

 

……………………………                                 ................................................. 

Engr. (Dr.) Damian Dike                                                 Date              

Head of Department                                            

 

 

 

……………………………..                               ……….……………………… 

External Examiner                                                          Date 



iii 
 

 

  



iv 
 

DEDICATION 

This work is dedicated to God Almighty for His Faithfulness and Mercies, and to 

our respective families who have supported this project to finish. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



v 
 

ACKNOWLEDGEMENTS 

The success of this work was not without the immense help and encouragement 

from many people who in their various contributions enhanced the successful 

completion of this project work.  

Our sincere gratitude goes to our project supervisor Engr. (Dr.) O.C. Nosiri for his 

continuous support and motivation, our Course Adviser Engr. I.F. Ezebili who was 

of great help throughout our five years in this institution and the Head of the 

Department Engr. (Dr.) Damian Dike under whose leadership, we are proud to be 

members of the department. 

We are thankful to the lecturers of Electrical and Electronics Engineering 

department. The past five years in FUTO has been life changing and impacting. A 

very big thanks to all our Lecturers thus far. 

We are utterly grateful to every member of my family for their support physically, 

spiritually and financially. Our friends have been the best ever. Big thank to 

everyone who held our hands through this journey. God bless you all. 

Our profound gratitude goes to God Almighty for His Mercies and Grace and for 

making this journey blissful. 

 

 

 

 

 



vi 
 

ABSTRACT 

This project report is an excerpt of the design of a Micro-controller based Access 

Control Lock system implemented to assist the university with the aid of security 

personnel in the prompt detection of students who have not completed necessary 

fees payment and to checkmate the problem of the ever increasing rate of 

examination impersonation perpetuated by students. The Micro-controller based 

Access Control Lock system is an automatic software-based system having two 

major parts; the hardware and software. In the course of the design, components 

such as a fingerprint module, keypad, microcontroller, liquid crystal display and an 

electric strike were used. The fingerprint and the keypad serve as the input into the 

system while, the LCD and electric strike are the output of the system. Asides for 

examination purposes, the system can be used for other residential and commercial 

purpose. The system when designed and implemented is a veritable, flexible, 

reliable, and effective solution to combat examination malpractice when used by 

the university in a more organized manner. 
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CHAPTER ONE 

INTRODUCTION 

 

1.1 Background of Study 

Security is the degree of resistance to, or protection from, harm. It applies to any 

vulnerable and valuable asset, such as a person, dwelling, community, item, nation, 

or organization. Various forms of security, exhibiting structures and processes 

which aid and provide different levels of security exist and are usually chosen 

based on the importance of the entity needing protection. 

In Telecommunication, Access control as defined by the U.S Federal standard 

1037C is a service feature or technique used to permit or deny use of the 

components of a communication system. Other definitions by the U.S Federal 

standard 1037C says: “Access control is also the definition or restriction of the 

rights of individuals or application programs to obtain data from, or place data onto 

storage. It is the process of limiting access to the resources of AIS (Automated 

Information System) to authorized users, programs, processes, or other systems. 

Access control can also be referred to as that function performed by the resource 

controller that allocates system resources to satisfy user request” [1]. 

Conducting examinations in Nigeria universities has become a very stressful 

process due to the large number of students sitting for a particular examination. It 
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is hard for one to effectively identify by sight students (identical twins, triplets and 

their likes) who come to take examinations since they exceed the staff available to 

manage them. Lecturers barely know the number of students in their classes let 

alone their names. This has led to conducting examination bedeviled by such 

malpractice as impersonation. Students are also in the habit of not paying school 

and departmental fees. These debts run into huge amounts, which would have been 

used by the University for administrative and infrastructural bills. In many cases, it 

may be difficult to identify, without causing disturbances in examination halls, 

those who have completed all necessary payments and those who have not [2]. 

Access control using door security systems has been in existence in prehistoric 

times, the systems used then were of different standards ranging from the simple 

bolt and crossbars to intricate locks which were hand crafted by locksmiths and 

other practicing professionals [3]. Conventional techniques of access control used 

in the past such as locks with physical keys, warded lock, pin tumbler lock, wafer 

tumbler lock, abloy lock, sidebar lock etc. [4] possess a number of demerits such as 

vulnerability to lock picking, key loss which results in expensive rekeying of all 

affected locks, and illegal distribution and duplication of keys to unauthorized 

persons. These limitations make key and lock system best suitable only for low 

security applications.                     
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Using electronic sensors have enhanced the efficiency of security processes. 

Security devices spanning intrusion detectors in buildings and network, Anti-theft 

devices, Motion Sensors, Bomb detectors, Forgery detectors, and many more are 

products of this rapidly advancing technology. These devices are integrated 

security systems for protecting properties, buildings, and important electronic 

devices. These devices are usually crucial parts of the security systems they are 

integrated in. Therefore, it is now pertinent to put in place an automated database 

system which would effectively manage the students’ information, authenticate and 

identify them before they enter the examination halls. Since the students’ 

information includes their payment status, it is ensured that not only genuine 

students, but also students who are up-to-date in their payments, take 

examinations.  Hence, the Micro-Controller based Access control lock is hereby 

proposed as a possible solution to handle students’ examination screening exercises 

with its attendant challenges and problems. 

1.2 Problem Statement 

The most recent advancement or trend in door security technology consists mainly 

of authentication (providing a piece of private information) systems. These systems 

include Password, Biometrics, Memory cards, Smartcards etc. [5]. Despite the high 

level of security offered by the biometric systems, it is expensive to implement and 
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the password system is a one factor authentication system and as such it is not 

highly reliable [3].  

Students are also in the habit of not paying school and departmental fees. These 

debts run into huge amounts, which would have been used by the University for 

administrative and infrastructural bills. Conducting examinations in Nigeria 

universities has become a very stressful process due to the large number of 

students sitting for a particular examination. It is hard for one to effectively 

identify by sight students who comes to take examinations since they exceed the 

staff available to manage them. Lecturers barely know the number of students in 

their classes let alone their names.  

In many cases, it may be difficult to identify, without causing disturbances in 

examination halls, those who have completed all necessary payments and those 

who have not. This has led to conducting examination bedevilled by such 

malpractice as impersonation. 

This project therefore, presents a low cost prototype of a door security system 

designed to allow a privileged student to access a secure automated door. To 

achieve maximum security, the privileged student would have to undergo two 

stages of authentication to guarantee an entry. The two stages of authentication are 

the: passcode verification and biometric identification (Finger-print Scanner). 
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1.3 Objectives of the Study 

The primary objective of the study is to develop a fully working prototype of an 

Automated Microcontroller-Based Access Control lock system. 

The specific objectives include: 

 To study the general issues or problems on security, and examination 

malpractices experienced in universities. 

 To develop an algorithm for both Hardware and Software implementation of 

the fingerprint scanner and the passcode authentication. 

 Implementation of Arduino Integrated Development Environment for the 

Micro-Controller based Lock. 

 

1.4 Significance of the Study 

This project proposes to overcome security problems in existing systems and 

provide high security and efficiency. This is an enhanced solution for saving and 

protecting the university from student debtors and avoiding impersonation. 

Fingerprint scanning is a boon solution for these problems which provides high 

level of recognition accuracy.  
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1.5 Scope of the Study 

This project is to create a micro-controller based fingerprint and passcode digital 

lock that serves the purpose of security. The micro-controller based lock is an 

access control system that allows only authorized students to access an 

examination classroom. The system comprises of a push button keypad, an SPI 

TFT screen, an FPM10A fingerprint sensor and a memory chip connected to the 8-

bit micro-controller ATmega2560. The design of security door lock using the 

finger print technology was built around the ATMega2560. The Fingerprint 

scanner serves as the main input into this security system. An SPI TFT 

alphanumeric liquid crystal display is used in this design to show the operating 

status of this embedded security system. If the entered fingerprint and password is 

wrong, after three attempts a Buzzer will be activated.  

A structured programming method of software development is adopted as the 

software design technique for the system. The programming language used is a 

variant of C++. Software tools like the Arduino integrated development 

environment and Proteus Professionals are used to the goal of the system being 

developed.  

The system will allow fingerprint enrollment and password generation once a 

student has completed all necessary payment. This is in order to checkmate 

incidences where none eligible examination candidates enter examination halls. 
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 Automated Access Control Lock 

Access control security systems are designed to restrict physical entry to only users 

with authorization. Access control systems provide authorized individuals a safe 

and secure environment void of intrusion for the safety of lives and property. 

Access control devices are the primary among the essential security products 

available for both residential and office security. Many organizations, 

governmental and private, have started adopting access control security systems for 

physical entry into their facilities [6]. 

Access control is considered one of the three pillars of a comprehensive security 

solution, alongside video surveillance and alarm systems.  

Access control essentially consists of two main components, the lock (i.e. the 

physical mechanism keeping the door locked) and the access control operation 

device (such as a card reader, biometric reader or keypad, which opens the lock).  

Both of these components have a range of options available on the market, each 

suitable for different sites, scenarios and levels of security [7]. 
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Whether it is a simple non intelligent access control system like an advanced 

biometric system that scan and permit entry very specifically, or punching in a 

password, there are many advantages to employing these security systems [6]. A 

few of these advantages include: 

 Reduced Requirement for Manpower 

 Allows Access and Restriction to Multiple Entries and Exits 

 Internal Levels of Restriction and Access 

 Time Based Control for Security Systems 

 Keeping Check of Punch-in and Punch-out Time 

The locking device represents the physical security barrier. Locking devices 

include Magnetic Locks (Maglocks), Electric strikes, Deadbolts, Magnetic Shear 

Locks and Electrified locksets. These devices are mounted on the door and door 

casing [7]. 

 Magnetic Locks: Electromagnetic lock, magnetic lock, or maglock is a locking 

device that consists of an electromagnet and armature plate. By attaching the 

electromagnet to the door frame and the armature plate to the door, a current 

passing through the electromagnet attracts the armature plate holding the door 

shut. The strength of today's magnetic locks compares well above that of 

conventional door locks. Magnetic locks possess a number of advantages over 

conventional locks and electric strikes. For example, their durability and quick 
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operation can make them valuable in a high-traffic office environment where 

electronic authentication is necessary. Magnetic locks are also very easy to 

install. 

 Electric Strikes: Replaces the fixed strike faceplate often used with a latch bar 

(also known as a keeper). Like a fixed strike, it normally presents a ramped 

surface to the locking latch allowing the door to close and latch just like a fixed 

strike would. However, an electric strikes ramped surface can, upon command, 

pivot out of the way of the latch allowing the door to be pushed open (from the 

outside) without the latch being retracted (that is, without any operation of the 

knob) or while excited the knob or lever can be turned to allow egress from the 

secured area. Electric strikes generally come in two basic configurations; Fail-

secure and Fail safe configuration. 

 Electric Deadbolts: Recommended for high security interior door and cabinet 

applications where electromagnetic locks are not required. Electric bolt locks 

include long life solenoid driven direct throw mortise bolts, some models offer 

right angle bolts for narrow frames and door stiles and surface mounted bolt 

locks for door and cabinet applications. Compatible with virtually any access 

control system, electromechanical bolt locks are available in failsafe and fail 

secure modes. 
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 Magnetic Shear Lock: Are recommended to provide superior failsafe holding 

force and aesthetics for most types of doors, including high profile frameless 

glass doors. Representing the latest evolution in the development of magnetic 

locks, shear locks incorporate several features to ensure that the door 

seamlessly locks and releases without hindrance. 

 Electrified Lockset: Looks and function like a typical cylindrical or mortise 

style mechanical lock. Whether failsafe or fail secure, controlled access and 

remote control capability is provided while the door stays latched even when 

unlocked, maintaining fire door integrity.  

These Access control locks need to be released by a physical object such as a 

stand-alone lock, Key combination or fingerprint or a combination of any or all. 

Examples include; Proximity readers, Key switch, Digital Keypads, and biometric 

readers (fingerprints). These devices are mounted on the exterior (secured side) 

either on the casing of the door (mullion mount) or on the wall near the door (gang 

mount). Some of these locks are explained briefly below [8]. 

 Stand-Alone Locks as the name implies are an "all-in-one" access control 

system for a single-door. The lock powered by replaceable internal batteries can 

be unlocked by keypad, proximity card or a combination. The advantages of 

stand-alone locks are they can be installed and operational in minutes. Some 

offer hand-held readers that extract the audit trail from the lock. The 
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disadvantages of stand-alone locks are they are stand-alone and not part of a 

broader network. 

  Proximity readers: These are the most popular option in commercial access 

control. They are easy to use, and when cards are lost, it is a simple matter to 

deactivate them and issue new ones. They can also be combined with photo IDs 

for additional security. Proximity cards, which can work from one inch to three 

feet from a sensor, are the most common. Because there is no contact between 

the card and reader, they are very reliable and suffer little wear and tear. They 

are also inexpensive. A specialized type of proximity card is the automobile tag, 

which allows access to a parking facility without requiring the driver to open 

their window or get out of the car. Automobile tags can work at hundreds of 

feet away from a sensor. Security access systems can use magnetic stripe or 

barcode cards, as well, and these can be a money‐saving option if already in use 

for employee ID cards. 

 Key switches offer electronic auditing through a network while continuing to 

use a physical key to activate the lock. 

 Keypads are common for single door security access and less expensive 

systems. They are easy to use but less secure, since users have a tendency to 

write down the entry code or to "lend" it to others. They also do not provide 

detailed audit trails until you provide unique codes to each individual. 
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 Biometric systems rely on the physical characteristics of the user(s) for the 

identification such as fingerprints, handprints, or even retinal scans. They are by 

far the most secure methods of access control.  

 

2.2   Fingerprint Biometrics as used in Access Control 

Biometrics is a field of technology which has been, and is being used in identify 

verification of individuals based on physical attribute. It offers automated methods 

of identity verification or identification on the principle of measurable 

physiological and behavioural characteristics. 

With the ever evolving technology of today, there are a lot of biometric 

technologies, some of which are still at experimental stages but a good number of 

them are fully ready for implementation, such as; iris pattern, retina pattern, facial 

recognition, hand geometry, fingerprint, finger geometry, voice comparison, palm 

print, signature dynamics and typing rhythm [9].  

2.2.1  Fingerprint biometric concept  

Fingerprint biometric is the commonly used oldest and solely method 

internationally accepted as legal method to identify a person. Fingerprint is the 

impressions of the minute ridge (called as dermal) of the finger. Fingerprint ridges 

and valleys are unique and unalterable. Fingerprint biometric is used in numerous 

applications that include civilian and commercial applications like military, law 
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enforcement, medicine, education, civil service, forensics, driver license 

registration, cellular phone access, computer login and like [10]. Today live 

fingerprint readers based on optical, thermal, silicon, ultrasonic approach are used 

instead of old method of ink to capture the fingerprint. Fingerprint identification is 

based on minutiae or location and direction of the ridge endings and bifurcations 

(splits) along a ridge path. The two commonly used Fingerprint matching 

techniques are minutiae-based matching and pattern matching. Pattern matching 

just compares two image for checking similarity. Minutiae matching relies on 

minutiae points i.e. location and direction of each point. Experimental results show 

that the fingerprint based systems have very low FRR (False Rejection Rate) of 3 

to 7% and 0.001 to 0.01% of FAR (False Acceptance Rate). The pre-requisite to 

match the fingerprint is classification. The classification is treated as course level 

matching. The fingerprint can be classified as whorl, right loop, arch, tented arch. 

In order to ensure the performance of fingerprint identification, enhancement 

algorithms are needed to improve clarity of input fingerprint images [10]. 

The main reasons for the popularity of fingerprint recognition are: 

• Its success in various applications in the forensic, government, and civilian 

domains; 

• The existence of large legacy databases; and 

• The availability of compact and relatively inexpensive fingerprint readers [10].  
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A fingerprint usually appears as a series of dark lines that represent the high, 

peaking portion of the friction ridge skin, while the valleys between these ridges 

appears as white space and are the low shallow portion of the friction ridge skin 

[11]. 

The images below present examples of fingerprint features; 

Figure 2.1 shows two types of minutiae while figure 2.2 shows examples of other 

detailed characteristics sometimes used during the automatic classification and 

minutiae extraction processes. 

The types of information that can be collected from a fingerprint’s friction ridge 

impression include the flow of the friction ridges (Level 1 Detail), the presence or 

absence of features along the individual friction ridge paths and their sequence 

(Level 2 Detail), and the intricate detail of a single ridge (Level 3 Detail) [15].  
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Figure 2.1. Minutiae  

 

Figure 2.2: Other Fingerprint Characteristics  
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2.2.2  How Fingerprint Recognition Works 

 

 

Figure 2.3: A typical automated fingerprint recognition system.  
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2.3  Embedded System for Access Control 

Embedded systems are devices used to control, monitor or assist the operation of 

equipment, machinery or plant. It may be either an independent system or a part of 

a larger system as its software usually is embedded in ROM (Read Only Memory), 

it does not need secondary memories as in a computer. It is embedded into some 

devices for some specific purposes other than to provide general purpose 

computing; one that has computer-hardware with software embedded in it as one 

of its most important component [12].  

Embedded systems are designed to do some specific task, rather than be a general-

purpose computer for multiple tasks, like the case of automated access control 

lock.  An example of an embedded system is shown in the figure () below. Other 

examples of embedded systems are aircraft and jet engine control; satellites, space 

crafts, nuclear reactor and power system control, networking devices like routers, 

switches etc., Personal digital assistant (PDA), printers and plotters, cell phones, 

televisions and other consumer electronics, household appliances, automobile- 

engine, brakes, dash, etc. 
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Input/output 
ports 

Input/output 
ports 

Microprocessor 

Computer-
embedded 

system interface 

Power 
input 

Figure 2.4: Diagram of an Arduino embedded system. 

 

2.3.1 Classification of embedded systems 

Embedded systems can be classified into three types as follows.  

 Small Scale Embedded Systems: These systems are designed with a single 8- 

or 16-bit microcontroller; they have little hardware and software complexities 

and involve board-level design. Usually, ‘C language’ is used for developing 

these systems. The software has to fit within the memory available and keep in 

view the need to limit power dissipation when the system is running 

continuously. 

 Medium Scale Embedded Systems: These systems are usually designed with 

a single or few 16- or 32-bit microcontroller or Reduced Instruction Set 



19 
 

Computers (RISCs). These have both hardware and software complexities. 

These systems may also employ bus interfacing, encrypting, deciphering, 

discrete cosine transformation and inverse transformation, TCP/IP protocol 

stacking and network connecting functions.  

 Sophisticated Embedded Systems: Sophisticated embedded systems have 

enormous hardware and software complexities and may need scalable 

processors or configurable processors and programmable logic arrays. Certain 

software functions such as encryption and deciphering algorithms, discrete 

cosine transformation and inverse transformation algorithms, TCP/IP protocol 

stacking and network driver functions are implemented in the hardware to 

obtain additional speed for saving time [13]. 

 

2.3.2 Types Embedded System  

 General computing: applications similar to desktop computing, but in an 

embedded package. Examples: video games, set-top boxes, wearable 

computers, automatic tellers etc. 

 Control systems: closed-loop feedback control of real-time system. Examples: 

vehicle engines, chemical processes, nuclear power, flight control etc. 

 Signal processing systems: computations involving large data streams, 

example radar, sonar, video compression etc. 
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 Communication and Networking systems: switching and information 

transmission, examples are telephone systems, internet systems etc. 

 

2.3.3 Classification of Embedded System Components 

Embedded system has three main classes of components: 

 Hardware 

 Main Application Software: An embedded system has software designed to 

keep: available system memory, available processor speed, and the need to limit 

power dissipation when running the system continuously in cycles or wait for 

events, run, stop and wake-up. 

 Real Time Operating System (RTOS):  This supervises the application 

software and provides a mechanism to let the processor run a process as per 

scheduling and do the context-switch between the various processes. RTOS 

defines the way the system works. It schedules their working and execution by 

following a plan to control the latencies and to meet the deadlines [14]. 

 

2.3.4 Major components of Embedded Systems 

 Data acquisition and processing: Generally, embedded systems have different 

data collecting devices or subsystems whose main function is to collect the raw 
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data either in analog or digital forms and submit it to the system control unit; 

examples are sensors, ADC etc. 

 System logic and control algorithm: This subsystem is the main component of 

an embedded system and is responsible for controlling the other components 

and coordinating the activities between them. It is also responsible for taking 

critical decisions. Embedded processors like microcontrollers are usually part of 

this unit. 

 Communication: The communication system provides the interconnection 

between different sub-systems or components of the embedded systems. An 

efficient communication system plays an important role in the functioning of an 

embedded system, especially in a network environment.  

 Interface: This subsystem is responsible for providing interface to the outside 

world, and may include devices like keyboard and monitors. Different 

input/output devices are part of this unit. 

 Auxiliary units: Some auxiliary units like timer units, auxiliary memory 

systems are necessary for proper functioning of the embedded systems [15]. 

 

2.4 Passcodes as used in Access Control 

Authentication as ‘something you know’ is typically a password, PIN or code 

which, if entered correctly, will grant the user access. Often used in access control, 
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this method of verification is also commonly adopted in banking and to verify 

access to accounts such as email or other online accounts.  

 Such verification is both easy and convenient to use although can pose issues or 

inconvenience if a password or PIN is forgotten.  

 The primary risk of breach of security with this method of authorization comes 

from a violated password. Passwords and PINs may be hacked or cracked, be 

shared (intentionally or not) or be leaked, any of which would give access to 

unauthorized personnel. To help avoid (but not eliminate) this problem, ideally 

passwords should be changed regularly. However, this can make remembering the 

correct password challenging. 

 This type of authentication is more often seen in access control solutions for 

private properties or smaller companies rather than in companies or organizations 

with a large number of employees and a large number of access control points. The 

reason for this is that this option can becomes increasingly complicated and 

impractical and even less secure if multiple passwords are used or the same 

password is used for multiple doors or personnel. There is therefore limitation in 

the scalability of the solution [16].   
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2.5  Review of Related Literature and Studies 

The idea came to Lew Hewitt and Dee Horton to build an automatic sliding door 

back in the mid-1950's. This idea came when they realized that swing doors had 

difficulty operating in windy Corpus Christi (a catholic festival). As a result, Lew 

and Dee set out to invent the automatic sliding door to circumvent the windy 

conditions and damaging effects [20]. Their work was later patented when Horton 

Automatics Inc. was formed in 1960, placing the first commercial automatic 

sliding door on the market and literally establishing a brand-new industry. These 

automatic doors used mat actuator as the access control mechanism. Over the 

years, modifications have been made to improve this door. 

In 1999, the manager of building, security systems at the University of Maryland 

and one-time head of security for the Washington, D.C. from 1978-1988, designed 

and implemented a centrally controlled, electronic door access system to secure the 

University of Mary land [17]. 

In 1903, Fingerprinting technology came into widespread use in the United States, 

as the New York Police Department, the New York State Prison system and the 

Federal Bureau of Prisons begin working with the new science. 

Lay C.J et al designed a “Biometric Locker System” wherein fingerprint 

recognition technique was used to open and close the lock of a storage locker 
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system. The system first captured the fingerprint of the locker renter and matched 

the fingerprint to reopen the locker door. This was done to reduce troubles about 

keys and to ensure the security of the renter [18]. 

Pavithra et al designed and implemented a “Fingerprint Based Bank Locker 

System Using Microcontroller” that provides a perfect security to the bank lockers 

and to make the work easier. After the third attempt, the system will send a 

notification short message service (SMS) to the owner when an unrecognized 

fingerprint was detected by the biometric sensor, as innovation to the study. The 

SMS contains the auto-generated password which will be used to unlock the 

locker. To enter the password, the system included a built-in keypad in the design 

[19]. These were done to increase safety of the stored belongings in the locker. 

Gangi and Gollapudi had designed and implemented a “Locker Opening and 

Closing System Using RFID, Fingerprint, Password and GSM,” a locker security 

system based on the integration of radio frequency identification (RFID), 

fingerprint, password and global system for mobile (GSM) technologies that can 

activate, authenticate, and validate the user to unlock the door for secure access. In 

this system, the RFID reader reads the ID number first and determines if it is valid. 

If the ID number is valid, the system gives access to the fingerprint scanner. Then, 

it scans the fingerprint, and if matched, the microcontroller sends the password to 
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the authenticated person mobile number. The person then has to enter the 

passwords to the system [19].  

2.6  Research Gaps 

From the literature review, similar projects have been carried out using different 

methods of access control. An evaluation carried out on biometrics technology 

shows that fingerprint recognition remains the most acceptable and widely used 

method of authentication because of its numerous advantages. The cutting edge 

idea of this project is to include the use of unique passcodes for every student 

(user) that regenerates at least every semester to the already existing fingerprint 

biometrics to ensure that verification and authentication of a student is authentic 

and that security is doubled. 
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CHAPTER THREE 

MATERIALS AND METHODS 

3.1 Materials Used 

The components used in the hardware designs for the micro-controller based 

Access control lock using Fingerprint biometrics and passcode authentication 

include; 

 

3.1.1 Micro-controller Embedded Arduino (ATMega2560) 

The Arduino is an open-source platform used for building electronic projects. It 

consists of both a physical programmable circuit board (often referred to as a 

microcontroller) and a piece of software, or Integrated Development Environment 

(IDE) that runs on a computer, used to write and upload computer codes to the 

physical board. 

The Arduino platform has become quite popular with people just starting out with 

electronics, and for good reason. Unlike most previous programmable circuit 

boards, the Arduino does not need a separate piece of hardware (called a 

programmer) in order to load new code onto the board, a universal serial bus 

(USB) cable can simply be used. Additionally, the Arduino IDE uses a simplified 

version of C++, making it easier to learn how to program. Finally, Arduino 
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provides a standard form factor that breaks out the functions of the micro-

controller into a more accessible package.  

The Mega 2560 is a micro-controller board based on the ATmega2560. For the 

course of these project, the Arduino Mega was used instead of other existing 

Arduino boards because it has 54 digital input/output pins (of which 15 can be 

used as PWM outputs), 16 analog inputs, 4 UARTs (hardware serial ports), a 16 

MHz crystal oscillator, a USB connection, a power jack, an ICSP header, and a 

reset button. It contains everything needed to support the microcontroller; simply 

connect it to a computer with a USB cable or power it with a AC-to-DC adapter or 

battery to get started. The Mega 2560 board is compatible with most shields 

designed for the Uno and the former boards Duemilanove or Diecimila [22]. An 

Arduino Mega is shown in figure 3.1 below while figure 3.2 shows a screenshot of 

an Arduino IDE. 

 

 

Figure 3.1: Arduino Mega 2560  
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Figure 3.2. Arduino IDE  

Arduino can interact with buttons, LEDs, motors, speakers, GPS units, cameras, 

the internet, and even a smart-phone or TV.  

In this project, the Arduino serves as the heart of the controller unit. It receives 

signals from all sensors, processes these signals and embeds the program data.  

3.1.2  4x4 Matrix Keypad 

A keypad is a set of buttons arranged in a block or "pad" which usually bear digits, 

symbols and in most cases, a complete set of alphabetical letters. There are 

different types of keypads, with numbers or letters, and also the size can vary from 

3x4 to 4x4. 
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Any 16-key telephone keypad can be used as an embedded system terminal 

keyboard. The speed and efficiency of the phone keypad is faster and easier than 

all previous data entry methods. All data entered on any standard computer 

keyboard can be entered using any 16-key phone keypads (4 X 4 Keypad). The 

Phone Keyboard uses the phone in the same standard way. Pressing the desired 

number keys ‘1’ through ‘9’ and a ‘0’ still produces the numbers 1 - 9 and 0. 

Pressing the left asterisk ‘*’ key once exits the standard number mode and enters a 

4 key Alphabet Mode. Letters are produced in the Alphabet Mode by pressing the 

desired letter on a number key ‘1’ through ‘9’, followed by one of three position 

keys: the "left" asterisk ‘*’ key for the left letter, the "middle" zero ‘0’ key for the 

middle letter or the "right" pound ‘#’ key for the right letter. 

The keypad can only act in the manner described above if the code in the 

microprocessor or controller supports it. In this project, the number keys, the 

second function (alphabets) including the ‘*’ and ‘#’ were coded to respond [22]. 

In this project, the keypad is used to send in the data of both the administrator and 

the students (users) into the micro-controller. Figure 3.3 below is an image 

showing the 4x4 matrix keypad used. 
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Figure 3.3: 4X4 Phone Keypad  

3.1.3  FPM10A Sensor 

This is an all-in-one optical fingerprint sensor that makes fingerprint detection and 

verification super simple.  These modules are typically used in safes. FPM10A has 

a high powered DSP chip that does the image rendering, calculation, feature-

finding and searching. It connects to any microcontroller or system with TTL 

serial, and sends packets of data to take photos, detect prints, hash and search.  You 

can also enroll new fingers directly.  Up to 162 fingerprints can be stored in the 

onboard FLASH memory. There's a red LED in the lens that lights up during a 

photo so you know it’s working. This particular sensor is not only easy to use; it 

also comes with fairly straightforward Windows software that makes testing the 

module simple. It also enables enrollment using the software and provides the 

ability to see an image of the fingerprint on your computer screen [23].   
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Figure 3.4:  Fingerprint Scanner 

 

3.1.4  1.8 inch SPI TFT 

The Liquid Crystal Display (LCD) is a flat panel display, electronic visual display, 

or video display that uses the light modulating properties of liquid crystals. LCDs 

are available to display arbitrary images (as in a general purpose computer display) 

or fixed images with low information content which can be displayed or hidden, 

such as preset words, digits, and 7 segment displays as in a digital clock. 

LCDs are used in a wide range of applications including computer monitors, 

televisions, instrument panels (as used in this project), aircraft cockpit displays, 

and signage [24]. The 1.8 inch TFT display, with true TFT color (up to 18-bits per 

pixel), fine 160x128 resolution, two white LED backlight that runs on 3.3V and a 

very easy SPI interface that requires only 4 or 5 digital pins to send pixels to the 

display. An SPI FTF Module is shown in figure 3.5 below. 
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Figure 3.5: The Liquid Crystal Display  

 

3.1.5  220-12V Adapter 

The alternating current adapter converts the 220V AC power to smaller voltage 

(12V) direct current power for the electronic device. 

 

Figure 3.6: 220V-12V Adapter  
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3.1.6  Electric Strike Lock 

 Electric strikes are fully monitored high security products manufactured from 

stainless steel and designed for use with all access control systems. The strikes are 

suitable for use with hinged doors which require either fire or security control as 

part of a building management system. These strikes are flexible and can be 

changed to fail-safe to fail-secure, mounted on the left or right side of the door and 

are available in 12V DC. They offer strong, dependable and long lasting electric 

strike solution with an 850kg holding force and endurance rating of 1 million 

cycles [26]. A diagram of the electric strike lock is shown in figure 3.7 below. 

 

Figure 3.7: Electric Strike Lock  

 

3.1.7  Male-male Jumper 

This wire is handy for making wire harnesses or jumpering between headers on 

PCB's. These premium jumper wires are 6 inches (150mm) long and come in a 
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'strip' of 40 (4 pieces of each of ten rainbow colors). They have 0.1-inch male 

header contacts on either end and fit cleanly next to each other on standard-pitch 

0.1 inch (2.54mm) header. The interesting part of these wires is they come in a 40-

pin ribbon cable [26]. You can always pull the ribbon wires off to make individual 

jumpers, or keep them together to make neatly organized wire harnesses. 

 

Figure 3.8: Male-male Jumper  

 

3.1.8 Buzzer 

A buzzer or beeper is an audio signaling device, which may be mechanical, 

electromechanical, or piezoelectric. It can be driven by the microcontroller via a 

high gain transistor. Typical uses of buzzers and beepers include alarm devices, 

timers and confirmation of user input such as a mouse click or keystroke [27]. A 

buzzer is shown in figure 3.10 below. 
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Figure 3.9: A Buzzer 

 

3.1.9 Servo Motor 

A servo motor is a rotary actuator that allows for precise control of angular 

position. It consists of a motor coupled to a sensor for position feedback. It also 

requires a servo drive to complete the system. The drive uses the feedback sensor 

to precisely control the rotary position of the motor. This is called closed-loop 

operation. By running the system closed-loop, servo motors provide a high 

performance alternative to stepper and AC induction motors [28]. 

 

Figure 3.10: Servo Motor  
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3.2 Methodology 

This section basically highlights the objectives, as well as the factors and 

considerations that were properly taken into account. In addition, the specifications 

for the design were also outlined and these determined the choice of suitable 

materials and components that were purchased and used in the design which has 

been briefly discussed in section 3.1. This section also expatiates the different 

blocks that makeup the diagrammatical representation of this project i.e. a 

functional description microcontroller based access control lock as shown using a 

block diagram and the detailed description of each block. 

Generally, this section will briefly discuss the composite methodology under the 

following in details: 

 Design objectives. 

 Design consideration. 

 Design specification. 

 Technologies involved. 

 Programming Technique. 

 Hardware design. 
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3.2.1 Design Objectives 

1. To design and construct a Micro-controller based Access Control Lock 

using Fingerprint Biometrics and Passcode Authentication. 

2. To design a means by which the access door can be operated autonomously. 

 

3.2.2 Design Consideration. 

Since the proposed system is to be used in the university to cub examination 

malpractices amongst students and to ensure that every student meets up with 

payment of the semesters required fees, the following were put into consideration 

to actually come up with a reliable system; these include: Cost, method of access 

control, Selection of authentication technique, Reliability and Performance 

efficiency of components. 

 

3.2.3 Design Specification 

The following are the anticipated characteristics and specifications of the system or 

the qualities the system is expected to satisfy.  

a. Performance 

b. Installation and Usage 

c. Physical 

d. Electrical 
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3.2.4 Technologies Involved 

The technologies employed in the project design and constructions from concept to 

completion are categorized under the following: 

a. Electrical Engineering 

b. Electronic Engineering 

c. Communication Engineering 

3.5 Hardware Implementation  

The design approach focuses on incrementally implementing a functional Micro-

controller based Access control Lock with a full integration into the university 

facilities.  

First, the capabilities of the microcontroller Atmega2560 was ascertained with the 

goal of manipulating signals via the on-board I/O pins. This involved writing a test 

program to read and write data and using PC to supply and measure voltages as 

shown below. This step is well explained in the general design architecture of the 

system, figure 3.11 below. 

Once established, the next step was to interface the integral parts of the whole 

automated access control lock such as the keypad, TFT display, fingerprint sensor, 

electric strike, buzzer and servo motor to the microcontroller. 
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Power distribution is of particular concern because correct and safe functionality 

requires that each unit receives the appropriate voltage. This was achieved with the 

use of the 220V-12V adapter which regulates the power supplied to each 

component by the Arduino board. The figure 3.11 below shows the general 

architecture (interface) of the integral subsystems that make up the embedded 

system. 

 

Figure 3.11: General Architecture of the Micro-Controlled System 

As seen above, voltage regulators will provide power stability to the whole system 

and to help prevent data corruption. Once the individual elements are electrically 

integrated, communication must be established between the microcontroller, 

keypad, electric strike, fingerprint sensor, buzzer, SPI TFT display and the servo 

Micro-controller ATmega 2650  

Fingerprint 
sensor Keypad 

Servo motor Electric strikes 

240V- 12V 
stepdown 

Buzzer alarm TFT display 
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motor. Figure 3.12 below shows the circuit diagram of the interfaces of the 

individual units of the system. 

 

Figure 3.12: Circuit Diagram of the system design.  

The micro-controller waits for data to arrive from the keypad and fingerprint 

sensor, then it compares the data with the already stored data on the card reader, at 

which point it decodes and logs the pin number and the fingerprint biometrics, 
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time, and validity. If the fingerprint and the pin number match for a given user and 

approved for entry, the microcontroller signals the electric strikes to unlock, and 

the servo to actuate for five seconds in other to automatically open the door. On the 

other hand, if the fingerprint and passcode entered do not match with any preset 

data on the memory, after a third attempt the buzzer is triggered to alert appropriate 

personnel. 

The final step was to install the system on a mini-house which would serve as the 

prototype of the university buildings. The micro-controller embedded system, 

power supply, backup battery, and supporting circuitry will be housed together in 

an enclosure mounted on the wall of the mini-house. 

Figure 3.13 shows the real life interface for the Hardware design and 

implementation. 
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Figure 3.13: Real-life connections of all Components 

 

3.6  Program or Code Design and Implementation  

The Micro-controller based Access control lock coding is developed as a stand-

alone system. 

The programs for software implementation written in C++ language were 

developed to decode the information from the fingerprint sensor, SD card in the 

TFT display, keypad, and to manipulate the state of the lock at a given time using 

the Arduino integrated development environment as shown in the figure 3.14 

below. 
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Figure 3.14: Ardiuno IDE 

The database used for this project is a Microsoft Access database which is a single, 

static database created using notepad. It is a static database because when deployed 

in a large scale in a distributed system, the database has to be stored in a server 

(e.g. computer in the department) while the users access the data in the database 

with client systems (e.g. computers at the examination centers). Another reason for 

using static database is the security considerations. [29]  

3.6.1 Program modules design and analysis 

The program design and analysis tools include algorithms and flowcharts, and 

these are given in the sub-sections below. The design algorithms show how 

controls work together in regular relations to achieve the design phase of system 
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modules development. These depend upon the information obtained and contained 

in the system specification phase of the system development process.  

The main and subroutine program algorithms and codes are not shown in this 

report, but only the program flowcharts and some screenshot of the program codes. 

The design is to achieve the goals and objectives of this work and thereby 

overcoming the shortcomings and limitations of the existing manual system.  

Upon the software design and implementation, the following specifications were 

made on the general system: 

1. Energize the system, 

2. Initialize the other elements of the system such as the fingerprint sensor, SD 

card, TFT display and the keypad. 

3. “#” button is for the user enrollment, 

4. “*” button is for the user authentication, 

5. “A” button is for acceptance of user’s data (enter button) 

6. “D” button is to delete a user data, 

7. If no button is pressed, the system does nothing and stays in its idle state. 

The whole system initializes all its integral components when power is fed into it. 

The idle state of the system is prompted, checking if any button is pressed.  If no 

button is pressed the system does nothing, and continues in its original idle state. 
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The # button is pressed to get the system ready for an enrollment of any student 

who has meet up with the entire university specifications. The institution 

administrator enters the admin pin number which is only unique to him, the 

students could be enrolled or registered. The general basic software architecture of 

the designed and implemented micro-controller automated access control is 

depicted in the figure 3.15 below.  

 

Figure 3.15: The software specification architecture 
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3.6.2 Flowchart of the Students’ Enrollment  

After interfacing the basic elements of the access control to the microcontroller 

embedded system, the whole system is initialized to a do-nothing state. 

To enroll any user, the admin opens the enrollment access by first inputting the 

admin pin number. The system reads and compares the pin number with the admin 

pin from the program. If the pins synchronize, the system demands the fingerprint 

enrollment by triggering the fingerprint sensor otherwise the system stops, then 

triggers the buzzer alarm after of three attempts. The essence of the alarm is to 

inform the security personnel that unauthorized admin may be trying to gain access 

into the system database. 

The whole users’ data are stored in the SD card embedded in the TFT display unit. 

After this, the registration is complete. The system algorithm is represented in the 

flowchart in the figure 3.16. 
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Figure 3.16: Flowchart of the Students’ Enrollment 
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3.6.3  Flowchart for the Students’ Access and Authentication 

After the fingerprint enrollment of the students, which is done within a given time 

frame as determined by the university administration and also as regards the 

qualification of the students within a set standard, the system demands the student 

to place his fingerprint. If the fingerprint of the student is found in the database of 

the system fingerprint sensor, the system demands the given student to enter his 

unique pin number. 

When the unique pin number and the fingerprint biometric are matched then 

student is granted access. 
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Figure 3.17: Authentication flowchart of the students 
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3 Cost Analysis 

The automated microcontroller based access control lock using passcod and 

fingerprint biometrics will be an attractive system for companies that wish to 

implement an affordable, efficient, and reliable electronic security system. It offers 

several advantages over its competition. 

In comparison to the traditional lock and key system, the microcontroller bases 

automated access control lock offers faster unlocking and the convenience of 

automatic relocking. Overhead due to key management is reduced to a single easily 

manipulated text file. Security is enhanced while the cost of security breaches is 

reduced. Unlike the passcode that could be misplaced or theft, the biometric such 

as the fingerprint is the most authentic, reliable and efficient. The user data can be 

restored and recovered by the admin in case of any loss. No replacement of the 

locks is necessary, as is the case with keys. 

RFID systems offer little benefit in comparison to the increase in cost compared to 

a card reader system. RFID tags are not as common as electric strikes, and the most 

economical tags have such a limited range that the act of scanning is almost 

identical to that of swiping. Longer range tags are available but are considerably 

more expensive, which would raise the cost of reissuing lost or stolen tags [30]. 

Although keypad style access systems only are inherently less secure due to the 

ease of sharing codes. They also cannot identify who gained entrance to the 
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building unless a separate code is issued for each approved user. It is made more 

security attentive by incorporating biometrics. Security breaches require informing 

all users of the new access code, which can be difficult and time consuming for 

large memberships. 

The cost of the components used is summarized in the table 3.1 below. 

Table 3.1: Cost analysis of the project 

Components Cost (# per unit) Number of units Total Cost (#) 

ArdiunoATMega 2560 2850 1 2850 

Electric strikes 5700 1 5700 

Servo motor 2014 1 2014 

Keypad 380 1 380 

Fingerprint sensor 10450 1 10450 

Voltage adapter 5700 1 5700 

Male-male jumper 828.4 1 828.4 

Buzzer  380 1 380 

Shipping  - - 6798.2 
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Total  31300.6 8 31300.6 

 

 

CHAPTER FOUR 

RESULTS AND DISCUSSIONS 

4.1 RESULTS 

The design and implementation of the project was divided into three categories. 

First, in the course of the design and development of the microcontroller based 

automated access control lock, the microcontroller Arduino ATmega 2560 was 

used because of its scalable number of input/output pins. The knowledge of the 

embedded system especially the Arduino ATmega 2560 was obtained, and to 

interface it with the other integral parts of the access control system. The integral 

subsystems are the fingerprint sensor, 4x4 matrix keypad, TFT display, buzzer, 

electric strike, and servo motor. The table 4.1, 4.2, & 4.3 shows the pin 

configuration of the system interface. 

Table 4.1 Arduino Mega to TFT display 

Arduino Mega 2560 TFT display 

RESET RESET 
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40 CS 

42 SCLK 

44 SDA 

46 A0 

49 SD_CS 

50 SD_MIS0 

51 SD_MIS1 

52 SD_5CK 

VCC 5V, LED + 

GND LED- 

 

Table 4.2 Arduino Mega to fingerprint module (FPM01) 

Arduino Mega 2560 FPM01 

RX2 GREEN WIRE (TX) 

TX2 YELLOW WIRE (RX) 

5V RED WIRE (VCC) 



54 
 

GND BLACK WIRE 

 

 

 

 

 

 

Table 4.3: Arduino Mega 2560 to 4 X 4 matrix keypad. 

Arduino Mega 2560 4 X 4 matrix keypad 

ROWS 

22 

24 

26 

28 

 

ROW 1-4 
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COLUMNS 

30 

32 

34 

36 

 

 

4.2 Operation Mode of the System 

The essence of the system design and implementation was to achieve the unlocking 

of the electric strike after which the servo motor rotates at angle of 90 degrees 

which will aid the automatic opening of the door. According to the program code 

in the microcontroller, the electric strike locks and unlocks at the interval of five 

seconds so does the servo motor swings twice between zero degrees to 90 degrees 

after the same time interval. 

Secondly, the program written in C++programming language was integrated into 

the microcontroller for the administrator control. Also, the database created using 

Microsoft access on the notepad, has the information about the admin and the 

information about any student who has completed the required university demands 

and has been enrolled for examination. During the enrollment, the student provides 

COLUMN 1-4  
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his fingerprint and unique pin number which could be used to authenticate and 

access the examination center as needed.  

Finally, after reliability testing the coupled access control system was installed and 

deployed on the mini-house which serves as the prototype of the university 

examination centers for all the departments where the project could be deployed 

for maximal and efficient use. 

After the installation of the access control system on the building prototype, the 

whole system is initialized to a do-nothing state. 

To enroll any user, the admin opens the enrollment access by first inputting the 

admin pin number (according to this project, the admin pin number is 123456). 

The system reads and compares the pin number with the admin pin from the 

program. If the pin numbers are matched, the system demands the fingerprint 

enrollment by triggering the fingerprint sensor otherwise the system stops, triggers 

the buzzer alarm after series of three tries. The essence of the alarm is to inform the 

security personnel that unauthorized person may be trying to gain access into the 

system database. 

After the fingerprint enrollment of the user which is stored in the memory module 

of the sensor, the system demands the user to enter the chosen pin number twice 

consecutively. The essence for the second-time pin number demand by the system 

is to confirm that the user knows the pin number that was chosen. If the chosen 
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pins do not match, access is denied to the user, and the system requires the user to 

start the enrollment again.  

When the pin number and the confirmation pin number match, the student’s pin 

number and the fingerprint biometric are matched then the fingerprint template is 

stored in the memory module of the fingerprint sensor.  The student’s pin data is 

stored in the SD card of the TFT display unit. 

Diagrams below show the completed pictures of the whole system design and 

implementation. 
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Figures 4.1: Operation pictures of the completed system. 

 

CHAPTER FIVE 

CONCLUSION AND RECOMMENDATION 

5.1 CONCLUSION 

This project entails the construction of a Micro-Controller Based Access control 

Lock using Passcode and Fingerprint Biometrics. The main purpose and objective 

of the project has been achieved. 

Firstly, the software was fully developed and integrated with the Hardware. The 

system was implemented as a stand-alone. The system implementation as a stand-
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alone has an SD Card to ensure that a relatively large number of students (users) 

are enrolled. 

Secondly, the keypad and fingerprint scanner are able to transmit information to 

the control unit, the controller accepts the information transferred and processes 

the data by prompting for password (Enter passcode). When the code has been 

entered through the input with the help of a keypad, the controller is found to be 

able to interpret the information and processes without problems. It however 

displays ‘ACCESS GRANTED’ or ‘ACCESS DENIED’ depending on the 

information fed into it. This project has also satisfied the objectives by becoming 

interactive since it can ask the user to place finger on the scanner. After the 

fingerprint has been captured, another question goes requesting for the users’ 

passcode. It checks the passcode and decides if the lock will be open or remain 

closed.  

Micro-Controller Based Access control Lock using Passcode and Fingerprint 

Biometrics is human friendly and can be used without any issues by any student 

who properly enrolls. The systems reliability helps to check the menace of 

impersonation of students during examinations and to ensure better compliance of 

students in fees payment. The cost of implementation was relatively low, making 

our system very affordable. This project has proved beyond reasonable doubt that 
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programming imaginations can be made real. Its database can be easily managed 

by the administrator and does not require any special skill to be able to operate. 

It was noted that the Department of Electrical and Electronic Engineering, Federal 

University of Technology, Owerri has already designed software called Student 

Electronic Album (SEAS) which has been approved by the Senate board for 

identifying students in each level of the department. The Micro-Controller based 

Access Control Lock will serve as advancement to the project. The two projects 

can be interfaced to form a more reliable security system.  

The Micro-Controller based Access Control Lock can also be used by Federal 

Government for the purpose of Examinations such as JAMB, WAEC, NECO and 

any other related examinations which require maximum security to eradicate 

examination malpractices such as Impersonation. 

5.2 RECOMMEDATIONS 

This project allows for further works peculiar to a Micro-Controller Based Access 

control Lock using Fingerprint Biometrics and Passcode Authentication in order to 

enhance system security, robustness, and reliability. 

Having come thus far, some necessary recommendations for a more reliable and 

effective deployment of the Micro-Controller Based Access control Lock using 

Passcode and Fingerprint Biometrics, include; 
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1. The system should be made to have a centralized control system that works 

wirelessly over a network to control other substations. 

2. Webcam should also be incorporated in the system. This will assist in 

identifying criminal minded students who try to beat the security systems. 

3. A network database should be adopted instead of an SD card to avoid the 

risk of theft and tampering of information. 
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APPENDIX 

SOURCE CODE FOR ARDUINO 

#include <Adafruit_Fingerprint.h> 

#include <SD.h> 

#include <Keypad.h> 

#include <Adafruit_GFX.h>    // Core graphics library 

#include <Adafruit_ST7735.h> // Hardware-specific library 

#include <SPI.h> 



67 
 

#include "FreeMonoOblique9pt7b.h" 

 

#define CANCEL  -1 

#define OK  1 

#define FAIL  0 

 

#define RAMSIZE 8192 //You can probably get this from another define somewhere 

 

#define TFT_CS     40 

#define TFT_RST    0 

#define TFT_DC     46 

#define TFT_SCLK 42   // set these to be whatever pins you like! 

#define TFT_MOSI 44   // set these to be whatever pins you like! 

 

Adafruit_ST7735 tft = Adafruit_ST7735(TFT_CS, TFT_DC, TFT_MOSI, TFT_SCLK, TFT_RST); 

 

const byte ROWS = 4; //four rows 

const byte COLS = 4; //three columns 

 

char keys[ROWS][COLS] = { 

    {'1','2','3','A'}, 

    {'4','5','6','B'}, 

    {'7','8','9','C'}, 

    {'*','0','#','D'} 

}; 

 

byte rowPins[ROWS] = {22, 24, 26, 28}; //connect to the row pinouts of the keypad 

byte colPins[COLS] = {30, 32, 34, 36}; //connect to the column pinouts of the keypad 

 

Keypad keypad = Keypad( makeKeymap(keys), rowPins, colPins, ROWS, COLS ); 

 

Adafruit_Fingerprint finger = Adafruit_Fingerprint(&Serial2); 
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const int MAX_LENGTH =  10; 

char user_pin[MAX_LENGTH + 1]; 

 

File db; 

 

void setup() { 

  Serial.begin(57600); 

  finger.begin(57600); 

  if (finger.verifyPassword()) { 

    Serial.println("Found fingerprint sensor!"); 

  } else { 

    Serial.println("Did not find fingerprint sensor :("); 

    while (1); 

  } 

  if (!SD.begin(49)) { 

    Serial.println("initialization failed!"); 

    while (1); 

  } 

  Serial.println("initialization done."); 

  tft.initR(INITR_BLACKTAB); 

  tft.setRotation(1); 

  tft.setFont(&FreeMonoOblique9pt7b); 

  tft.setTextSize(1); 

  ready_screen(); 

} 

 

void ready_screen(){ 

  tft.fillScreen(ST7735_BLACK); 

  tft.setCursor(45, 64); 

  tft.setTextColor(ST7735_GREEN); 

  tft.print("READY"); 
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} 

 

void loop() { 

  char key = keypad.getKey(); 

 

  int pass; 

   

  if (key == '#'){ 

      pass = auth_admin(); 

      if (pass == OK){ 

        enroll_new_user(); 

      } 

      else if (pass == CANCEL){ 

      } 

      else if (pass == FAIL){ 

        deny_access(); 

      } 

      delay(2000); 

      ready_screen(); 

  } 

  else if (key == '*'){ 

      auth_user(); 

      ready_screen(); 

  } 

} 

/* 

int availableMemory() { 

    int size = RAMSIZE; 

    byte *buf; 

    while ((buf = (byte *) 

        malloc(--size)) == NULL); 

    free(buf); 



70 
 

    return size; 

} 

 

void chkMem() { 

    Serial.print("chkMem free= "); 

    Serial.print(availableMemory()); 

    Serial.print(", memory used="); 

    Serial.println(RAMSIZE-availableMemory()); 

} 

*/ 

int auth_admin(){ 

  char admin_pw[MAX_LENGTH + 1]; 

  db = SD.open("database.txt"); int pos = 0; 

  while (db.available()){ 

    char c = db.read(); 

    if (c == '\r' || pos == MAX_LENGTH){ 

      admin_pw[pos] = 0; 

      break; 

    } 

    admin_pw[pos++] = c; 

  } 

  db.close(); 

  tft.fillScreen(ST7735_RED); 

  tft.setCursor(35, 20); 

  tft.setTextColor(ST7735_WHITE); 

  tft.print("PASSWORD"); 

  uint8_t xpos = 20; uint8_t ypos = 60; 

  tft.setCursor(xpos, ypos); 

  char pw[MAX_LENGTH + 1]; pos = 0; 

  while (1){ 

    char key = keypad.getKey(); 

    if ((key == 'A') || (pos == MAX_LENGTH)){ 
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      pw[pos] = 0; 

      break; 

    } 

    else if (key >= '0' && key <= '9'){ 

      pw[pos++] = key; 

      xpos += 10; tft.setCursor(xpos, ypos); 

      tft.print('*'); 

    } 

    else if (key == 'C'){ 

      return CANCEL; 

    } 

  } 

  int check = strcmp(admin_pw, pw); 

  if (check == 0) 

    return OK; 

  else 

    return FAIL; 

} 

 

uint16_t auth_print(){ 

  int p = -1; 

  Serial.println("Waiting for a finger..."); 

  while (p != FINGERPRINT_OK){ 

    p = finger.getImage(); 

    switch (p) { 

      case FINGERPRINT_OK: 

        Serial.println("Image taken"); 

        break; 

      case FINGERPRINT_NOFINGER: 

        Serial.println("."); 

        break; 

      case FINGERPRINT_PACKETRECIEVEERR: 
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        Serial.println("Communication error"); 

        break; 

      case FINGERPRINT_IMAGEFAIL: 

        Serial.println("Imaging error"); 

        break; 

      default: 

        Serial.println("Unknown error"); 

        break; 

    } 

  } 

 

  // OK success! 

 

  p = finger.image2Tz(); 

  switch (p) { 

    case FINGERPRINT_OK: 

      Serial.println("Image converted"); 

      break; 

    case FINGERPRINT_IMAGEMESS: 

      Serial.println("Image too messy"); 

      return 0; 

    case FINGERPRINT_PACKETRECIEVEERR: 

      Serial.println("Communication error"); 

      return 0; 

    case FINGERPRINT_FEATUREFAIL: 

      Serial.println("Could not find fingerprint features"); 

      return 0; 

    case FINGERPRINT_INVALIDIMAGE: 

      Serial.println("Could not find fingerprint features"); 

      return 0; 

    default: 

      Serial.println("Unknown error"); 
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      return 0; 

  }/* 

 

  Serial.println("Remove finger..."); 

  while (p != FINGERPRINT_NOFINGER){ 

    p = finger.getImage(); 

  }*/ 

  Serial.println(); 

  // OK converted! 

  p = finger.fingerFastSearch(); 

  if (p == FINGERPRINT_OK) { 

    Serial.println("Found a print match!"); 

    return finger.fingerID; 

  } else if (p == FINGERPRINT_PACKETRECIEVEERR) { 

    Serial.println("Communication error"); 

    return 0; 

  } else if (p == FINGERPRINT_NOTFOUND) { 

    Serial.println("Did not find a match"); 

    return 0; 

  } else { 

    Serial.println("Unknown error"); 

    return 0; 

  }     

} 

 

void deny_access(){ 

  tft.fillScreen(ST7735_RED); 

  tft.setCursor(45, 58); 

  tft.setTextColor(ST7735_WHITE); 

  tft.print("ACCESS"); 

  tft.setCursor(44, 81); 

  tft.print("DENIED!"); 
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} 

 

void grant_access(){ 

  tft.fillScreen(ST7735_DARKGREEN); 

  tft.setCursor(45, 58); 

  tft.setTextColor(ST7735_WHITE); 

  tft.print("ACCESS"); 

  tft.setCursor(37, 81); 

  tft.print("GRANTED!"); 

} 

 

void auth_user(){ 

  uint16_t id = auth_print(); 

  if (id != FAIL){ 

    tft.fillScreen(ST7735_DARKGREEN); 

    tft.setTextColor(ST7735_WHITE); 

    tft.setCursor(25, 28); tft.print("Enter Pin:"); 

    int xpos = 20; int ypos = 60; 

    int pos = 0; 

    tft.setCursor(xpos, ypos); 

    while (1){ 

      char key = keypad.getKey(); 

      if ((key == 'A') || (pos == MAX_LENGTH)){ 

        user_pin[pos] = '\0'; 

        break; 

      } 

      else if ((key >= '0') && (key <= '9')){ 

        user_pin[pos++] = key; 

        xpos += 10; tft.setCursor(xpos, ypos); 

        tft.print('*'); 

      } 

    } 
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    Serial.println(user_pin); 

    if (search_sd(id) == OK){ 

      grant_access(); // here servo code will be 

      delay(2000); 

      return; 

    } 

    else { 

      deny_access(); 

      delay(2000); 

      return; 

    } 

  } 

  else { 

    deny_access(); 

    delay(2000); 

    return; 

  } 

} 

 

const int MAX_LINE = MAX_LENGTH + 5;  // 10 digit pin + comma + 4 digit id max 

 

int search_sd(uint16_t id){ 

  String right = String(user_pin) + ',' + id; 

  char line[MAX_LINE + 1]; int pos = 0; 

   

  db = SD.open("database.txt"); 

  while (db.available()){ 

    char c = db.read(); 

    if (c == '\r' || pos == MAX_LINE){ 

      line[pos] = 0; 

      if (right == String(line)){ 

        return OK; 
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      } 

      while (db.read() != '\n'); // read till LF 

      pos = 0; 

      continue; 

    } 

    line[pos++] = c; 

  } 

  return FAIL; 

} 

 

void enroll_new_user(){ 

  tft.fillScreen(ST7735_DARKGREEN); 

  tft.setTextColor(ST7735_WHITE); 

   

  int id = get_free_id(); 

  if (id == FINGERPRINT_NOFREEINDEX){ 

    tft.fillScreen(ST7735_RED); 

    tft.setCursor(20, 48); tft.print("Module"); 

    tft.setCursor(20, 68); tft.print("memory"); 

    tft.setCursor(28, 88); tft.print("full!"); 

    return; 

  } 

  if (enroll_print() == FAIL){ 

    tft.fillScreen(ST7735_RED); 

    tft.setCursor(10, 48); tft.print("Fingerprint"); 

    tft.setCursor(40, 68); tft.print("mismatch!"); 

    return; 

  } 

  while (1){ 

    if (enroll_pin() == OK){ 

      int p = finger.storeModel(id); 

      if (p != FINGERPRINT_OK){ 
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        tft.fillScreen(ST7735_RED); 

        tft.setCursor(10, 48); tft.print("Fingerprint"); 

        tft.setCursor(40, 68); tft.print("mismatch!"); 

        return; 

      } 

      save_data(id); 

      tft.fillScreen(ST7735_DARKGREEN); 

      tft.setCursor(25, 48); tft.print("Enrollment"); 

      tft.setCursor(30, 68); tft.print("complete!"); 

      return; 

    } 

    else { 

      tft.fillScreen(ST7735_RED); 

      tft.setCursor(64, 48); tft.print("Pin"); 

      tft.setCursor(40, 68); tft.print("mismatch!"); 

      delay(2000); 

    } 

  } 

} 

 

void save_data(int id){ 

  db = SD.open("database.txt", FILE_WRITE); 

  db.write(user_pin); db.write(','); db.println(id);  

  db.close(); 

} 

 

uint8_t enroll_pin(){ 

  //char user_pin[MAX_LENGTH]; 

  char other[MAX_LENGTH + 1]; 

  char key = 0; 

  int pos = 0; 

  while (1){ 
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    tft.fillScreen(ST7735_DARKGREEN); 

    tft.setCursor(35, 28); tft.print("New pin:"); 

    int xpos = 20; int ypos = 60; 

    pos = 0; 

    tft.setCursor(xpos, ypos); 

    while (1){ 

      key = keypad.getKey(); 

      if ((key == 'A') || (pos == MAX_LENGTH)){ 

        user_pin[pos] = '\0'; 

        break; 

      } 

      else if ((key >= '0') && (key <= '9')){ 

        user_pin[pos++] = key; 

        xpos += 10; tft.setCursor(xpos, ypos); 

        tft.print('*'); 

      } 

    } 

    tft.fillScreen(ST7735_DARKGREEN); 

    tft.setCursor(15, 28); tft.print("Confirm pin:"); 

    xpos = 20; ypos = 60; 

    pos = 0; 

    tft.setCursor(xpos, ypos);  

    while (1){ 

      key = keypad.getKey(); 

      if ((key == 'A') || (pos == MAX_LENGTH)){ 

        other[pos] = '\0'; 

        break; 

      } 

      else if ((key >= '0') && (key <= '9')){ 

        other[pos++] = key; 

        xpos += 10; tft.setCursor(xpos, ypos); 

        tft.print('*'); 
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      } 

    } 

    int check = strcmp(user_pin, other); 

    if (check == 0){ 

      Serial.println(user_pin); 

      return OK; 

    } 

    else { 

      return FAIL; 

    } 

  } 

} 

 

int enroll_print(){ 

  int p = -1; 

  Serial.println("Waiting for finger..."); 

  tft.fillScreen(ST7735_DARKGREEN); 

  tft.setCursor(45, 58); tft.print("Place"); 

  tft.setCursor(44, 81); tft.print("finger"); 

  while (p != FINGERPRINT_OK) { 

    p = finger.getImage(); 

    switch (p) { 

    case FINGERPRINT_OK: 

      Serial.println("Image taken"); 

      break; 

    default: 

      Serial.println("."); 

      break; 

    } 

  } 

 

  p = finger.image2Tz(1); 
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  switch (p) { 

    case FINGERPRINT_OK: 

      Serial.println("Image converted"); 

      break; 

    default: 

      Serial.println("Unknown error"); 

      return FAIL; 

  } 

 

  tft.setTextColor(ST7735_DARKGREEN); tft.setCursor(45, 58); tft.print("Place"); 

  tft.setTextColor(ST7735_WHITE); 

  tft.setCursor(45, 58); tft.print("Remove"); 

  tft.setCursor(44, 81); tft.print("finger"); 

  p = 0; 

  while (p != FINGERPRINT_NOFINGER) { 

    p = finger.getImage(); 

  } 

 

  p = -1; 

  Serial.println("Place same finger again"); 

  tft.fillScreen(ST7735_DARKGREEN); 

  tft.setCursor(45, 35); tft.print("Place"); 

  tft.setCursor(47, 58); tft.print("same"); 

  tft.setCursor(43, 81); tft.print("finger"); 

  tft.setCursor(45, 104); tft.print("again"); 

   

  while (p != FINGERPRINT_OK) { 

    p = finger.getImage(); 

    switch (p) { 

    case FINGERPRINT_OK: 

      Serial.println("Image taken"); 

      break; 
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    default: 

      Serial.println("."); 

      break; 

    } 

  } 

 

  p = finger.image2Tz(2); 

  switch (p) { 

    case FINGERPRINT_OK: 

      Serial.println("Image converted"); 

      break; 

    default: 

      Serial.println("Unknown error"); 

      return FAIL; 

  } 

   

  // OK converted! 

  p = finger.createModel(); 

  if (p == FINGERPRINT_OK) 

    Serial.println("Prints matched!"); 

  else{ 

    Serial.println("Unknown error"); 

    return FAIL; 

  }    

} 

 

int get_free_id(){ 

  int p = -1; 

  for (int i = 0; i < 4; i++){ 

    p = finger.getFreeIndex(i); 

    switch (p){ 

      case FINGERPRINT_OK: 
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        if (finger.freeIndex != FINGERPRINT_NOFREEINDEX){ 

          return finger.freeIndex; 

        } 

      default: 

        return -1; 

    } 

  } 

return FINGERPRINT_NOFREEINDEX; 

} 
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